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Quick Start Guide for Deploying Asigra Backup Plug-in on TrueNAS

This document will guide TrueNAS Core (formerly TrueNAS Core) and TrueNAS* users to enable, setup
and utilize the Asigra’s Plug-in to run natively on their TrueNAS device/s.

*Please note:

Asigra has completely recompiled its backup software to run natively on FreeBSD operating your
TrueNAS Core. However, to enable the Asigra Plug-In on your supported TrueNAS, you will be required
to request it to be enabled by iXsystems/TrueNAS support. Please also note that the Asigra Plug-Inis a
free service offered by Asigra for users to experience the reliably and enterprise grade features of
Asigra Backup, but it is not supported by Asigra premium support. The solution is community
supported, and users can get help through the Asigra Users group on LinkedIn.

Prerequisite

Jail Storage must be configured before the Asigra plug-in is available on TrueNAS Core®. This means
having a suitable pool created to store plug-ins. See the TrueNAS Core documentation for the version of
TrueNAS Core you are using for information about Jail Storage.

The information provided in this quick start guide is based on the assumption that you have already
installed and configured your TrueNAS Core server and that you have access to its web interface. Itis
also based on the new TrueNAS Core GUI.

About the Asigra Backup Plug-in

The Asigra Backup plug-in enables you to use your TrueNAS Core storage to deploy an Asigra backup
vault. When you install this plug-in, it will deploy an isolated jail which contains the Asigra DS-System
service and its database. The DS-System service will use the pool provided to store backup data it
receives from each data collector (a.k.a. DS-Client) that is registered with it.

Note: You will require Asigra License in order to use the DS-System service after it has been deployed.

Installing the Asigra Backup Plug-in
The following are the steps for installing the Asigra Backup plug-in:

* Plugins

1) Login into the TrueNAS Core server via the web interface, then click on
2) You will get the drop down submenu as shown below, click on “available”

Installed
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3) Search for the Asigra Backup plug-in in the list of available plug-ins

Available Plugins Q, Filter Available Plugins COLUMNS W

Name Description ersion Official
A Asigra Backup Agentless backug N/AA
BackupPC BackupPC is a hig 4.3.0

1-20f30

Note: If the list of available plug-ins is not displayed, open Shell and verify that the TrueNAS
Core’ system can ping an address on the Internet. If it cannot, add a default gateway address
and/or DNS server address in Network — Global Configuration.

4) Next click on nfor this plug-in

Available Plugins Q_ Filter ble Plugins COLUMNS v
Name Description ‘“ersion Official

True

5) Click and the plug-in jail configuration page opens as shown below

©)

@ IPv6 Add

SAVE CANCEL ADVANCED PLUGIN INSTALLATION

6) Set DHCP to manually enter an IPv4 address. The IP address you specify here will be used for
connecting to the Ds-System service. See an example configuration below:
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Pva

v (@10.10.

Pv6 Interface

() IPv6 Address

CANCEL ADVANCED PLUGIN INSTALLATION

Note: There is no need to Click ADVANCED PLUG-IN INSTALLATION the basic configuration is
sufficient.

7) Click SAVE when finished configuring the plug-in’s jail.
The installation takes a few minutes because the system downloads and configures a jail to
store the plug-in application. A confirmation message displays at the bottom of the screen after
successfully installing a plug-in. When applicable, post-install notes are displayed after a
successful install.

8) The Installed Asigra Backup plug-in should now appear in the Plug-ins = Installed page as shown
in screen clip below

Installed Plugins Q Filter Installed Plugins COLUMNS =

D Status 55 oy 55 Version

O

Integrating the Asigra Backup Plug-in Jail with the DS-System GUI (DS-Operator)

The DS-System GUI uses the jail for authenticating users. You will therefore need to add at least one
regular user to the Asigra Backup Plug-in jail. This user will be used as your DS-System service
administrator. For security reason this user must not be a Super Admin user and does not need a login
shell. You will also need to set the password of the root user for the jail. The root user is by default the
only user that initially has any DS-System GUI access. As a result, you will first access the DS-Operator
with the root user and then assign the appropriate DS-System role access privileges the regular user you
created. Note that for security reasons the Plug-in jail root user does not have full DS-System role access
and can only be used to assign these roles to other users.
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Access the shell of Asigra Backup Plug-in Jail
Creating the regular user and setting the root user password are tasks that are completed via the jails’
Shell interface. Below are the steps to access the shell:

1) Log into the TrueNAS Core web interface and click Jails. You should see the Asigra Backup
jail in the list of jails.

Q Filter Jails COLUMNS =

ADD

none

2) Use the slide bar and scroll all the way to the left as shown below

COLUMNS =

ADD

none luginy?2 11.2-RELEASE-p

3) Click on n beside the Asigra Backup plug-in jail. A list of jail task options should appear as
shown in the screen clip below.

Edit
Mount points
Restart

Stop

Update

Shell

Delete

4) Click Shell. A shell to the jail should now open in the page. An example is shown in the
screen clip below.
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lled with the

FreeB3D installed: freebsd-version ; uname -a
output and COr mes s when posting cquestions.
ual pa an man

FreeB3D directory layout: mwan hier

d to change this login announcement.

Set Root User Password of Asigra Backup Plug-in Jail
To set the root user password for the jail run the passwd command and enter the new password when
prompted to do so. Example:

word for root

New Password:

Retype New Pa

root@asigra:~ #

Add a Regular User to the Asigra Backup Plug-in Jail
The user required to login to the DS-Operator must be added to the jail. The following commands can
be used to add the user. Note that the user in this example is assigned “nologin” as its shell:

#pw useradd <username> -s /usr/sbin/nologin
#passwd <username>

Replace <username> with a string representing the username you have chosen for this user.

Example:
#pw useradd backupadmin —s /usr/sbin/nologin
#passwd backupadmin

Note: You will need to safely store this user credential since you will need it to access the DS-System
GUI.

Initializing the DS-System Service
After you have successfully installed the Asigra Backup plug-in you will need to initialize the DS-System
service before you can start doing backups. This includes:

= Assigning DS-System admin roles to at least one regular shell user. Refer to section “Integrating
the Asigra Backup Plug-in Jail with the DS-System GUI (DS-Operator)” for steps to add regular
users. Also refer to the section Assigning DS-System Admin Roles to Users.
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=  Configuring the DS-System with a valid license server. See section Configuring the DS-System
Service with a License Server
Note that the URL for the license server to be used for this configuration would have been provided by
Asigra after you registered for the service. If you are an Asigra Partner with your own license server you
can also use your license server to configure your TrueNAS Core system.
= Setting your DS-System’s provider information. See section Configuring the Service Provider

Information

Accessing the DS-System GUI (DS-Operator)
The DS-Operator can be launched from the TrueNAS Core GUI. To launch it do the following

1) Loginto the TrueNAS Core web interface and click Plug-in -> Installed

Installed Plugins Q Filter Installed Plugins COLUMNS

1-10f1

2) Use the slide bar and scroll all the way to the left as shown below

Installed Plugins Q_ Filter Installed Plugins COLUMNS

11.2-RELEASE-p

3) Click on n beside the Asigra Backup Plug-in. A menu list of Plug-in tasks will pop up as shown
in example below:

Stop

Update

Delete

Register
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4) Click “Management”. This will download a DSOP.jnlp file to the machine from which you are

accessing the TrueNAS Core GUI. You may get the warning message shown in the screen clip
below. This is normal, click “Keep” to save the file on your machine.

—
A This type of file can harm your computer,

. Keep Discard
Do you want to keep DSOP.jnlp anyway?

5) Browse the folder where the file has been saved and double click it. Use the default settings to
open the file with Java Web Launcher

6)

Note:
e You may receive the following java message, either update Java and then try launching the file
again or choose the option to update java later.

Java Update Needed

@ Your Java version is out of date.

< Update (recommended)
Get the latest security update from java.com.

< Block

Block Java content from running in this browser session.

< Later

Continue and you will be reminded to update again later.

[T] Do not ask again until the next update is available.

Next you may get the following Java security alert

Java Application Blocked

Application Blocked by Java Security ng
o
For securty, i i he High or g
settings, or be part of the Exception Site List, to be allowed to run.
More Information
Name:  ds.main.OperatorGLI
Location: http:/10.11.2.21
Your blocked i missing a
ReAsOn:  permissions” manifest attribute in the main jar.

To resolve this you will need to add a Java security exception for the URL http://<IP address of
the Asigra Backup Plug-in jail>. Note you must substitute <IP address of the Asigra Backup
Plug-in jail> with the IP address you have assigned to the Plug-in jail.

For information on about how to add Java security exception for a URL go to
https://java.com/en/download/fag/exception_sitelist.xml
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Once you have added the Java security exception to your computers Exception Site List you
should have a configuration similar to the example below:

| Exception Site List

‘ . Location

Frttps:i710.10.20.16:443

Applications launched from the sites listed below wil be allowed to run after the appropriate security
prompts.

==

https:/10.10.22.91/

thp:/10.11.2.21] -]

g FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

| add Remove

Click OK and then try launchi

ng the DS-Operator again by repeating step 5.

7) Once the Java security exception is in place you will get the following after completing steps 5 to 7

Do you want to run this application?

name:  ds.main.OperatorGUI
= Publisher: Asigra Inc.
— Location:  hetpi/10.11.2.21

The

y put your computer and personal
Information at risk. Run this appkcation only I you trust the location and publisher above.

Do not show this again for apps from the publisher and location above

8) Click L

B Ds-Operator

9) The DS-Operator GUI should now start and you should see GUI as shown in the example below

DS-System(s)
[7] [ARCWINZO12R2

va

=3 ol |
Customer DS-Client Reports Logs Billing Setup Help

oz | Shasa2

cdpa-2u-ts01
TRAINING-NAMIR
truenas.local (10.10.33.81)
truenas.local (10.11.2.21)

Customers

D3-Client #

Start

< 1 )

Refresh <
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10) To connect to the DS-System service, click the check box beside the required DS-System listed in the
“DS-System(s)” frame of the DS-Operator. The credentials interface will pop up, see example below.

B 0s-Operator

Logs Billing Setup Help

DS-System(s)
ARCWINZO1ZR2

o050

&

cdpa-2u-ts01 Custom
TRAINING-NAMIR
truenas.local (10.10,33.81)
truenas.local (10.11.2.21)

Connect to DS-Syster Service

Connection properties:

Server: asigra
Protacol: Encrypted
Credentials:

User Name:

password:

Erom: asigra

Rermember Credentials Tiess secired

l J Connect X Cancel

J

|

Refresh ] |« i

11) Enter the user name and password of the user you wish to connect with. Note that this user must

exist in the Asigra Backup Plug-in jail.

Connect to DS-System Service @
Connection properties:
Server: asigra
Protocol: Encrypted v
Credentials:
User Name: backupadmin
Password: XYTTYYY|
From: asigra v

| Remember Credentials (less secure)

# Connect ‘ \ 2 Cancel

12) Clickl#<==__| |f you username and password is valid then you should be logged in successfully
and your GUI should look similar to the screen clip below

B DS-Operator - asigra - asigra\kevin

(E=3E=H )

Customer DS-Client Reports Logs Disc/Tape BLM Billing VM Replication Setup Help

DS-Systenm(s) 4 i F‘fﬁ*
] [ARCWINZO12R2 » & 57| 15_7\ .ﬂ _?J
cdpa-2u-ts01 Customers

TRAINING-HAMIR N ecira

] |truenas.local (10.10.33.81)
truenas.local (10.11.2.21)

[ DS-Client # [ Start

[ 6/20{19 1:49:37 PM

< . »

[ Refsh |«

System Backup Summary Pracess (In: 0 KB{sec - C
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Note: If you are connecting to the DS-System for the first time you may get the following notification

A Notifications from DS-Operator (23]
Received on Received from Message [
4/15/19 2:43 PM truenas.local A valid icense was not found.

Notification Details

Received on:  4/15/19 2:43 PM
Received from: truenas.local

Message: A valid license was not found.

/%]

This is shown because you have not configured the DS-System with a valid Asigra License server.

To continue, either click | 2 | to acknowledge the message or click = to close the notification
window.

Assigning DS-System Admin Roles to Users

In order for a user to be able to manage the DS-System service via the DS-System GUI the user must be

assign the relevant admin roles. Assigning DS-System roles is done via the DS-System GUI and only the
root user of the plug-in jail can perform role assignments.

DS-System roles that be assigned to a user can be any combination of the following roles shown in the
screen clip below.

Roles
View Logs
[[] Data Operator
[[] Account Manager

[[] Export CRI

You will need at least one user with all of these roles. This user will serve as your DS-System admin user.
More information on these roles can be found in the DS-System User guide.

To assign DS-System roles do the following:

1) Log into the DS-System via the DS-Operator using the root user credentials. The “Assign Roles”
window should automatically pop up as shown in the screen clip below
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B Assign Roles - asigra

s & security precaution, DS-Operator requires two type:
1) super-user’ ('

er' (voot') who can assign roles to other
Assign Roles feature,
2) ‘operator' - any other

DS-System by the "super-user

user accounts:

ounts. Only this user can access the

| UserjGroup Name From
A root asigra

Roles.

View Logs, Assign Roles Only

42| Refresh X dose

Note: To open the “Assign Roles” window on demand in the DS-Operator click Setup -> Roles
2)

In the “Assign Roles” window click the [ # & | button
3) The “Add Role” window pops up as shown in screen clip below.

B 2ssign Roles - asigra [=
As
1) er can access the
s (even if you assign it other roles).
2) ith roles assigned on the
tasks according to their assigned roles.
UserjGroup | Add Role
p root
Mote: As root, you can only assign Roles to users who are not 'root’.
Type: UserMame  ..oi ™
User/Group Name:
Erom: asigra -
Roles
View Logs

[] Data Ogerator
[7] Account Manager

Export CRI

7

£ Refresh X Close

4) The role type “User Name” is default selection of the “Type” field. Leave this in place
5)

In the “User/Group Name” field enter the user name for the user to which you want to assign DS-
System roles. In our example here the user “backupadmin” we created earlier is used.
Type:

User Name v

User/Group Mame: backupadmin

6)

In the “Roles” field select the check box beside each DS-System role you want to assign to the user.
By default “View Logs” is auto selected and cannot be changed.

Roles

View Logs
[] Data Operator
[ Account Manager

[] Export CRI

Asigra
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Note: Select all roles for any user you will be using as a DS-System administrator. A DS-System
administrator will have rights to complete all DS-System maintenance tasks.

7) Once you selected the DS-System Roles click |2

Add Role =]

Mote: As root, you can only assign Roles to users who are not 'root’,

Type: }User Name v |
User/Group Name: |backupadmin
Erom: »asigra v |
Roles
View Logs
Data Operator

Account Manager

(/%)X |

8) If successful the user you specified will now show in the list as shown in example below

B Assign Roles - asigra @

As a security precaution, DS-Operator requires two types of user accounts
can assign roles to other user accounts. Only this user can access the
g ving restricted access to any other activities (even if you assign it other roles).
2) ‘operator' - any oth I (that is not 'root’) with roles assigned on the
DS-System by the "super-user”. This type of accounts can perform tasks according to their assigned roles.

| userjGroup name | From Roles
2 root asigra View Logs, Assign Roles Only
@ backupadmin asigra View Logs,Data Operator, Account Manager,Export CRI

Repeat steps 2 — 7 to add as many users as you wish. When you are finish adding users clickl 2 @= |,
To be able to now log in as the user we just added log out of the DS-Operator and log backup in again as
the other user, i.e. “backupadmin” in our example. To log out of the DS-Operator click the check box
beside the related DS-System in the DS-System(s) list. See screen click below.

u DS-Operator - asigra - asigra‘root
¢

DS-System(s) :ﬂ

=4 7] asigra

Then click the check box again to log back in.
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Configuring the DS-System Service with a License Server
Before configuring the DS-System with a DS-License server you must:

1) Obtain the IP address or URL of the license server. The DS-License server can be a server that is
internal to your network/company or a server that is external to your network/company. An
external DS-License server can be either another service provider’s license server or Asigra’s own
License server. Your Asigra service contract will dictate the license server type you will be using.
Contact your service provider or Asigra for information about your Asigra Service contract.

2) Configure the DS-License server with the IP address of your DS-System (i.e. IP address of the
appliance) and assign relevant license to it, example DS-System Online capacity. If DS-License
server is external to your network/company then you will need to provide the service provider
with a static internet routable IP address from which your DS-System will be connecting.

3) Make any applicable firewall policy changes to allow the DS-System to connect to the DS-License
server. The DS-System uses Asigra proprietary TCP port 4417 to connect to the DS-License server.
Only outbound connectivity from the DS-System to the DS-License server via port 4417 is required.

Note that you will also need to complete 1 and 3 above if you have an Emergency DS-License server in
place. Use of an Emergency DS-License server is optional.

Once the DS-License server prerequisites are in place you can proceed to configure the DS-System
service with the DS-License server. The steps to perform this task is provide below:

1) Launch the DS-System GUI (DS-Operator). See section Accessing the DS-System GUI (DS-Operator)
in this document.

2) Loginto the DS-Operator using the DS-System admin user account you created earlier. See section
Add a Regular User to the Asigra Backup Plug-in Jail

B ps-Operator o |[@]|[=
Customer DS-Client Reports Logs Billing Setup Help
DS-System(s) 4 " = B
W7 h=ira » “..h 57 IS ﬁ ?
[7] |edpa-2u-ts01 -
[C] [TRAINING-NAMIR Custom Connect to DS-System Service @

[7] |truenas.local {10.10.33.81)
[ jtruenas.local (10.11.2.21) Connection properties:

Server: asigra

Protocol: Encrypted =
Credentials:

User Name: backupadmin

Password: | eeessssss

From: asigra =

7] Remember Credentials (less secure)

l ./ Connect ] l X Cancel ]

Refresh < i ’

Asigra

Recovery is Everything”



3) Once successfully logged in you will get GUI display similar to the screen clip below

Customer DS-Client Reports Logs Disc/Tape BLM Billing VM Replication Setup Help

&) DS-Operator - asigra - asigra\backupadmin
D5-System(s) < 1S
TRk
d IS/ | ¢ (]
cdpa-2u-tsol —
TRAINING-NAMIR Custamers
ftruenas.local (10.10.33.81) B asiara
] ruenas.lacal (10.11.2.21) i
I D5-Client # [ Start
) 612619 11:52:24 AM
P 5
Refresh ‘ i

System Backup Summary Process (In: 0KB/sec - C

4)

In the GUI menu click Setup -> License Server

Bl DS-Operator - asigra - asigra\backupadmin

DS-System(s)

asigra

cdpa-2u-ts01

[[] TRAINING-NAMIR
truenas.local (10.10.33.81)
truenas.local (10.11.2.21)

.

‘B aEH2

Customers.

ol )-sior- |

Customer DS-Client Reports Logs Disc/Tape BLM Billing VM Replication

DS-Clent # [ Start

License Server wgmmy
Configuration...

Advanced Configuration

Delta Chain Configuration
Activity Priority Schedule
Storage »
Syster Activities

Libraries

Autonomic Healing »
Role

Change Password

Schedule

Critical Errors Monitoring
Branding

Notification

[ 6/26/19 11:52:24 AM

Refresh ] |« i

System Backup 5

b ~ 4

DS-Client Monitoring Settings
Storage Path Converter
Printer Setup

Initialization...

Look & Feel »

Show Memory

5) The DS-License configuration window pops up as shown below

pe BLM Billing DR Drill WM Replication

o |[@][R
etup Help

==

8

ary Process (In: O KE

B DS-Operator - truenas.local - truenas.localidsadmin
Customer DS-Client Report s Disc
Ds-System(s) | DS-License Server - truenas.local
cdpa-du02 Production License Server
DESKTOP-DBUO:
JOSEWINZK16
TRAINING-Nami|  License Server (IP/ONS): | |
v ~
TCP Port: 4,417
Verification Interval: 30 | minute(s)
Emergency License Server
License Server (IPJDNS):
TCP Port: 4,417
Failover Period: 60> minute(s)
/ Update ] [ € Cancel
<« [om »
Refresh < n
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6)

7)

8)

Under “Production License Server” in the “License Server (IP/DNS)” field enter IP address or URL
of your DS-License server

License Server (IP/ONS):  [[NEIENT
ICP Port: 4,417 12

Verification Interval: 30/ minute(s) a

If you also have an Emergency DS-License server, enter its IP address or URL in the “License Server
(IP/DNS)” field under “Emergency License Server”. This configuration is optional.

Emergency License Server

License Server (IP/DNS):  10.12.2.10|

TCR Port: 4,417 =

Ealover Period: 60 2 minute(s)

Once your license server configurations have been entered. Click the button

DS-License Server - truenas.local @

Production License Server

License Server (IPJDNS): |10.11.2.10
1CP Port: 4,417/

Verification Interval: 302

Emergency License Server
License Server (IP/DNS): |10.12.2.10]
TCP Port: 4,417

Eailover Period: 60

= minute(s)

/ Update l

l € Cancel

9) The DS-License server configuration window closes automatically

10) Before proceeding to do any additional configuration, disconnect from the DS-System by
unchecking the check box beside the DS-System, see screen clip example below

&l DS-Operator - asigra - asigra\backupadmin

[E=0 = ==

Customer DS-Client Reports Logs Disc/Tape BLM Billing VM Replication Setup Help

DS-System(s) 4

rrE— d@@@

cdpa-2u-tsD1
[[] |[TRAINING-NAMIR Customers

] jtruenas.local (10.11.2.21)

truenas.local (10.10.33.81) =)

DS-Client # [ Start

Refresh J§ Kl

6/26/19 11:52:24 AM System Backup Summary Process (In: 0 KB/sec - C
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Bl DS-Operator - asigra - asigra\backupadmin [fol e ===
\GustornersDS:ClisntsReportsy LogsaDisc/TapenBlMuBillingsVMRsplicationmSstups Help

otk L ICIE
Customers

Then re-login by checking the check box again.

8t ruenas.local (10.10.33.81)
[ lruenas.local (10.11.2.21)

Configuring the Service Provider Information

Before you can start creating Customer Accounts and DS-Clients on the DS-System you must first
configure it with your company information. As a result of this when you connect to the DS-System via
the DS-System GUI and attempt to create a customer account for the first time you will automatically be
presented with the Service Provider Information configuration window. You may also see the following

popup message.

DS-Operator =

‘8‘ Please complete Service Provider information.

If you click the .2 button the “Service Provider Info..” window will automatically open. This window
allows you to enter your Company (Service Provider) information. You can also open the “Service
Provider Info..” window on demand by right clicking on the DS-System in the DS-Operator, see screen

clip below.

n DS-Operator - asigra - asigra\backupadmin ‘ =) H = ‘@

Customer DS-Client Reports Logs Disc/Tape BLM Billing VWM Replication Setup Help
&

g4 2
[7] | TRAINING-NAMIR Customers

[7] ltruenas.local (10.10.33.81) EA mm—‘

[] truenas.local (10.11.2.21) ﬁ

DS-System(s)

va

Note: In this example the DS-System name is “truenas.local”. Therefore this name may be different for your appliance.

In the configuration menu list that pops up, click on the menu option “Service Provider Info...”. See

screen clip below

B D5-Operator - asigra - asigra\backupadmin felfe )=
Customer DS-Client Reports Logs Disc/Tape BLM Billing VM Replication Setup Help
DS-Systen(s) 4 . =1
e’ G S8 2
cdpa-2u-ts01 -
TRAINING-NAMIR Customers
[ truenas.local (10.10.33.81) = 1) :-ﬂ

truenas.local (10.11.2.21) h Service Provider Info., @
ASIGRA Inc. Info..
New Customer...
Find Customner...
Import Customer...
Find DS-Client...
Library Statistics...
Activity Priority Schedule
Banduwidth Throttle... vy

‘h Storage Quotas... 1:52:24 AM System Backup Summary Process (In: 0 KBjsec - C
Hotfix Directory..
< y Refresh
Refresh ‘ »

Expand
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The “Service Provider Info..” window will pop up as shown in the screen clip below

Service Provider Info - truenas.local @
Company:

Address:

Ciky:

Prov/State:  <Unknown: @
PostaljZIP: Country:  <Unknown=>

Phone: Eax:
Contact:
System ID: | XXXX

E-Mail:

) oK ] [ X Cancel

You will notice that the “Service Provider Info..” window is a form. Complete the form by entering the
relevant information for your company.

Company Field
In the “Company field:” enter the formal name of your company. Completing this field is mandatory.

Company: ABC Company

Address Field
In the “Address:” fields enter the relevant building number, street name, etc. Completing the first
address field is mandatory.

Address: 34 Luke Street

Suite 101
City Field
In the “City:” field enter the name of the city or town. Completing this field is mandatory.

City: Stony Hill

Country and Prov/State Fields
The Country field and the Prov/State field are populated together. However, whereas providing a value
in the Country field is mandatory, providing a value in the Prov/State field is optional.

In the “Prov/State:” field specify the province or state. This is done by clicking L] and selecting from

the list of available cities. When you click "= the “Select Country & Province” wizard pops up. See
example below.
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Select Country & Province
Select Country & Province
Country: Einknowns. =
Country Code: @ Remove
Prov/State:
Code Province/State Name + New
@ et
@ Remoye
;O € Cancel

In the “Country” field click ~i ¥ to select your country from the drop down list.

Select Country & Province

Country: [<unknown: =| wp  Add
Country Code: [Canada zemove
United States

If your country is not in the drop down list click the button beside = ¥

The “Add country to main list” window pops up.

Select Country & Province =]
Select Country & Province
Country: <unknown> -
Countr — ve
Add country to main list ==
Prov/st

Note: The countries list is defined by Java. In case to
find more countries in the list, you need to use the
latest Java version.

Country: Afgharistan v

150 Country Code (-letter) | AFG =

7%

In the country field click -~ to select from list of available countries.

Add country to main list

Note: The countries list is defined by Java. In case to
find more countries in the list, you need to use the
latest Java version.

Country: Afghanistan -

Ttaly -
150 Country Code (3-letter)

Japan

E Jersey
Jordan

Kazakhstan

Kenya I~
Kiribati v

[

Use the scroll bar to scroll to the list and then click on the country you want.
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Add country to main list @
Note: The countries list is defined by Java. In case to

find more countries in the list, you need to use the
latest Java version.

Country: Damaical v

150 Country Code (3-letter) |JaM

Click - 22|

In the “Select Country & Province” window you should now see the country you have selected.

Select Country & Province

Select Country & Province

Country: Hamaica = o Add
Comtry Coder a1

ProvjState:
Code  ProvinceState Name
! | Al
@ remoyve

/x| [ xow

A list of provinces or states for the selected country should also be automatically populated in the
“Prov/State:“ field as shown in the example screen clip below.

Select Country & Province =

Select Country & Province

Country: Canada = o Add
Country Cotes [caN

Prov/State:

Province/State Name o New

Alberta P @ Ede
British Columbia
Manitoba @ Rremoye

n

New Brunswick
Newfoundland and Labrador
Northwest Territories

Nova Scotia L3
Nunavut

Ontario

Prince Edward Island

However, if after selecting a country the “Prov/State:” field is not auto populated with a list of
provinces/states or you do not see the province/state you want in the list, then you can add it by clicking
the L # *= | phytton. This opens the “New Province/State” window.

te:

New Province/State
Brovince/State Code:

Province/State Name:

/s
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Enter a “Code” for the province or State in the “Province/State Code:” field. This can be any code you
wish, however it is recommended that you use a valid ISO code if one is available. Also enter the name
of the province or state in the “Province/State Name:” field. See example below.

New Province/State @
Province/State Code: | JM-02

Province/State Name: St Andrew

/s

Next click. “#% |, The province or state you added should now show in the “Prov/State:” list. See
example in screen clip below.

Select Country & Province =
Select Country & Province
oty [samacs =
Country Code: | JAM F Remove

ProvjState: |5t Andrew

Code Province/State Name i -
sanger IO

[ v x J[ xom |

Once you have identified or added your province or state in the “Select Country & Province” window
select it and click- 2% . This window closes and you are brought back to the “Service Provider Info”
window. In this window the Country and Prov/State fields should now be populated with the country
and province/state you had selected.

ProvfState: St Andrew @

Postal{ZIP: Country:  Jamaica

Note that if your country does not use a province or state then you can select the country only and leave
the Prov/State field empty.

Postal/ZIP Field
In the “Postal/ZIP:” enter a valid postal or zip code. If your address does not use a postal code or a zip
code then enter “N/A”.

Prov/State: St Andrew @

PostalfZIP:  |nfa Country: Jamaica

Phone and Fax Fields
In the “Phone:” and “Fax:” fields enter our company’s contact number and fax number.

At this point you can leave all other default values if you wish. However if you would like to update the
other fields you can do so.

Contact Field
In the “Contact:” field enter the full name of a person within you company who will be a point of contact
to your customers.
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System ID Field
The “System ID:” by default contains a four (4) character string “XXXX”.

System ID:  XXXX

This string is used to form part of a unique ID (a.k.a. DS-Client Number) that is generate by the DS-
System each time a new DS-Client is created on it. Example DSCXXXX00001 or DSCXXXX00349. In these
two examples each string represents the unique ID (DS-Client number) assigned to the 1% and the 349%"
DS-Client respectively when they were created.

You can keep this default if you wish or you can replace it with your own four character string.

Note: If you have or plan to have multiple DS-Systems in your company then you can use this field as an
identifier for each DS-System so that the DS-System to which a DS-Client belongs can be easily identified
from the DS-Client Number. An example, consider that your company has two production DS-Systems,
one located in New York (NY) and another in California (CA). Then the System ID for the DS-System in NY
could be set to “NY01” and the one in CA set to “CA01”. By doing this, when the first DS-Client is created
on each DS-System their DS-Client number will be DSCNY0100001 and DSCCA0100001 respectively. This
makes the DS-System for the DS-Client easily identifiable.

Changing this field is optional, however if you wish to adjust the “System ID:” then enter your preferred
four-character string.

System ID:  SA01

E-mail Field
Enter a valid email address for the contact person. Completing this field is optional.

Submitting the Completed Form
Once you have finished completing the Service Provider Info form with your company information click
the [ = = ] button. See example screen clip below.

Service Provider Info - truenas.local =
Company:  ABC Company

Address: 34 Luke Street

City: Stony Hill

Prov/State: |St Andrew ()
PostaljZIP: nfa Country:  Jamaica

Phone: 18769970063 Fax: |18769229999

Contact: James Jones

SystemID: |5A01

E-Mail: ji@companydomain. cor|

If the submission is successful then the “Service Provider Info” window should close automatically. The
initialization process is now completed and you can now proceed to create customer accounts and then

create DS-Clients. To create a customer account click on the new Customer icon =*2. | This will start
the customer account creation wizard. Another way to start the wizard is to click Customer -> New

n DS-Operator - asigra - asigra\backupadmin

QS»CIient Reports Logs
B Hew.. = )
o

Edit..

DS-System(s) 4
asigra 4
[T ledpa-2u-ts1
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Once the Account is created you can create one or more DS-Clients under that account. To =
Create the DS-Client under the account, first select the account and then click the new DS-Client ’U—ﬂ‘
icon. This will start the DS-Client creation wizard. Another way to start the DS-Client creation wizard is
to click DS-Client -> New

u DS-Operator - asigra - asigra\backupadmin

Customer [DS-Client| Reports Logs |

WS

[7] |cdpa-2u-tso1 —

[] [TRAINING-NAMIR Customers Deactivate...
1 hianac lacsl 710 10 22 214 -

For more information on creating customer accounts and DS-Clients refer to the DS-System user guide.

DS-System(s)

Post Initialization View of Service Provider Information

After initializing the DS-System you can view the service provider information at any time. To do this
connect to the DS-System via the DS-Operator. Then right click on the DS-System in the DS-Operator,
see screen clip below.

[ Ds-Operator - truenas.local - truenas.localidsadmin [folre ==
jent Reports Logs Disc/Tape BLM Billing DR Drill VM Replication Setup Help

DS-System(s)
(cdpa-4u0z
IDESKTOP-DBUOS )4
JOSEWINZK16
TRAINING-NAMIR

10.10.20.18,10.10.20.19,

Note: In this example the DS-System name is “asigra”. Therefore this name may be different for your TrueNAS Core system.

4

In the configuration menu list that pops up, click on the menu option “Service Provider Info...”.
screen clip below

See

[ 05-Operator - truenas.local - truenas.localdsadmin =8 =R =]

Custorer DS-Client Reports Logs Disc/Tape BLM Billing DRDrill VM Replication Setup Help

D5-5ystemf(s) q = T
(cdpa-4unz > & d ')gy ,& 2‘
DESKTOP-DBLIOS I = - ==
JOSEWINZK1E Customers

TRAINING-NAMIR I ersocal i
10.10.20.18,10.10.20.19, ESP Service Provider Info...

ASIGRA Inc. Info...

New Customer..
Find Custorner..

Import Customer...
Find DS-Client...

Library Statistics...

Activity Priority Schedule

Bandwidth Throttle.. kot

[ Storage Quotas... 15 PM System Backup Summary Process (In: 0 KE

Hotfix Directory...

4 lll L4 Refresh

Refresh ] |« i} »

4

The “Service Provider Info..” window will pop up as shown in the screen clip below
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Service Provider Info - truenas.local @
Company: ABC Company

Address: 34 Luke Street

City: Stony Hill

ProvfState: St Andrew E]
PostaljZIP:  nfa Country: Jamaica

Phone: 18769970063 Fax: 18769229999

Contact: James Jones

System ID:  SAO1

E-Mail: ji@companydomain, com|

[ I « ] [ X Cancel J

To exit without making any changes simply click. *<= . Otherwise click @ % .

Asigra License and the TrueNAS Core System

Before you can start using the Asigra DS-System service on your TrueNAS Core system for backup and
recovery services, the DS-System service must be configured with a valid Asigra DS-License server. In
addition, the Asigra DS-License server must be configured with the IP address or URL of your Asigra
Backup Plug-in jail. The Asigra DS-License server configuration must also have the relevant Asigra license
assigned to your DS-System service. One Asigra license that you must have assigned to your DS-System
service before you can start backing up to it is DS-System Online capacity. Consult with your service
provider or Asigra Client Services for more information on Asigra Licenses. You can also refer to the
Asigra DS-License Server documentation for more information about installing and configuring an Asigra
DS-License server as well as information on Asigra license.
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